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@) There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

server.
We recommend that you close this webpage and do not continue to this website.
@ Click here to dose this webpage.

@' Continue to this website (not recommended). H < L I ( K H E R E

@ More information
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You may or may not encounter this
page is so click the link above.
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52|~ | @ Michael Morgan's require... | (& Certificate Error: Navig... |

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

server,

We recommend that you close this webpage and do not continue to this website.

@ Click here to dose this webpage.
Security Warning (o]

Fé' Continue to this website (not recommended). I

@ More i'wformatio<\
The current webpage is trying to open a site in your Trusted sites list.
Do you want to allow this?

Upon clicking this link you may or may not Current site: res://fieframe.dll

encounter the following dialog box, if you do Trusted site: https://ia.gordon.army.mil
please follow these directions. : :
[ fes ] | Mo |

S
“

[ ﬁ| Waming: allowing this can expose your computer to security risks. i
"%/ youdont trust the gument webpage, choose Mo.

CLICK ALLOW on
this security pop up.
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4°c)) INFORMATION ASSURANCE TRAINING CENTER
US ARMY SIGNAL CENTER FORT GORDON, GA

Welcome to the "Award-Winning" Information Assurance Division

Recipient of the 2009 "Category Il - Most Innovative IA Project or Implementation - UnityCommand"” award.

sy

Systems

Agency (DISA)
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i Guard, D

Tracking System (ATCTS)

Army Europe- ITT (AE-ITT)

US ARMY IA & COMPLIANCE

Information Assurance Support

Environment (IASE)

US ARMY IA VIRTUAL TRAINING

Information Assurance Training

and Certification (BBP) 6 Aug 10

News Ticker
DOD 8570.01
DeDD 5200.1-R

AR 25-2

€net CNET Website

SANS
orm Center

This site can be bestviewed with a screen resolution of 1024 x 768 or higher, using the most current versions of Internet Explorer, Metscape, Mozilla Firefox and Opera.
Privacy and Security MNotice | Disclaimer | Contact VWebmaster
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INFORMATION ASSURANCE TRAINING CENTER
US ARMY SIGNAL CENTER FORT GORDON, GA

DoD Information Assurance Awareness Training

Objectives: The objectives of this training are listed as follows

= Affect physical security of computer hardware and software « Implement effective contingency planning.
« Limit access to computer equipment to authorized users only. + Report security problems to the chain of command
« Prevent computer fraud, waste and abuse. + Protect computer files from infection by malicious logic.

Additional Information: To successfully pass this training, students must receive 70% or greater on the exam. Once the exam is passed, students will have a certificate of
completion (see Login Page for information on printing certificates). Certificates for the DoD Information Assurance Awareness training are valid for 12 months.

To complete the annual Information Assurance Awareness Training, you must perform each of the following steps:

1. Click the Launch DoD Information Assurance Awareness link below to begin your training session. The training session will open in a new browser window. Once you
complete the training, printthe DoD IA Awareness annual certificate (PLEASE NOTE: If you do not print the DoD certificate, OR if you lose the DoD certificate, we will not
be able to send you a copy).

For Army requirements, close the training session window and move on to Step 2.

Once you complete the training module, read the Army Addendum. The 508 compliant version of the Army Addendum 508 Compliant Army Addendum
(there will be questions on the exam related to the Army Addendum).

After you have read the Army Addendum, take the DoD Information Assurance Awareness Exam to complete the training.

PLEASE NOTE: The exam must be taken with a passing score of 70% to meet Army IA annual training requirements. If you do not take and pass the DoD
Information Assurance Awareness exam, your annual IA awareness training will not be recorded and will not be considered complete. You must take and pass
the exam to receive the approved certificate from Fort Gordon.

The contents below are derived from the DoD Information Assurance Support Environment (DISA sponsored) web site
If you are having trouble viewing the training module, ck Here
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DoD IA Awareness Training (For DoD Personnel)
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Click here to proceed to the DoD IA Awareness training.
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& Information Assurance Awareness - Internet Explorer provided by United States Army

Information Assurance Awareness Conrse

UNCLASSIFIED

Utilize these
controls to
navigate

Over Americans are through out
of identity theft each year. the course.
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Security Tips

Create secure passwords

Avoid phishing and spear phishing attempts
Use caution when forwarding e-mails

Avoid downloading e-mail viruses when reading email
Use e-mail appropriately

Avoid computer misuse

Protect against spillage

Be vigilant against social engineering scams
Follow physical security procedures

Avoid computer viruses

Know the risks of e-commerce

Practice good home computer security

Follow FAX procedures

Follow telecommuting guidelines and travel tips
Protect against identity theft

Handle removable media appropriately

Handle mobile computing devices appropriately
Handling sensitive information

Protect Personally Identifiable Information (PIl)
Conduct Privacy Impact Assessments (PIAs)

Use ActiveX and other mobile code technology cautiously

RESOURCES - + GLOSSARY -

This concludes your Information Assurance Awareness training. Remember, it is your responsibility to protect information systems at work, and at home. Roll overthe [~/
underlined security tips to review what you have learned. Then select Print Certificate to print your certificate of completion.
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Security Tips
Create secure passwords
e Avoid phishina and spear phishina attempts

Please enter your name and select Print Certificate.

Hanalng sensitive informauon

Protect Personally Identifiable Informa

Conduct Privacy Impact Assessments (RIAs)

Use ActiveX and other mobile code techRology cautiously
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Joe Snuffy

This concludes your Information Assurance Awareness training. Remember, it is your responsibility to protect information systems at wo
underlined security tips to review what you have learned. Then select Print Certificate to print your certificate of completion.

e Handiing sensitive informatuon

Protect Personally Identifiable Information (PIl)

Conduct Privacy Impact Assessments (PIAs)

Use ActiveX and other mobile code technology cautiously

K and athome. Roll overthe |

AFTER YOU HAVE PRINTED YOUR
CIRTIFICATE, CLICK CLOSE
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Security Tips

Create secure passwords

Avoid phishing and spear phishing attempts
Use caution when forwarding e-mails

Avoid downloading e-mail viruses when reading email
Use e-mail appropriately

Avoid computer misuse

Protect against spillage

Be vigilant against social engineering scams
Follow physical security procedures

Avoid computer viruses

Know the risks of e-commerce

Practice good home computer security

Follow FAX procedures

Follow telecommuting guidelines and travel tips
Protect against identity theft

Handle removable media appropriately

Handle mobile computing devices appropriately
Handling sensitive information

Protect Personally Identifiable Information (PIl)
Conduct Privacy Impact Assessments (PIAs)
Use ActiveX and other mobile code technology cautiously
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This concludes your Information Assurance Awareness training. Remember, it is your responsibility to protect information systems at work, and athome. Roll od¢rthe | =
underlined security tips to review what you have learned. Then select Print Certificate to print your certificate of completion.
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SchﬂyIips

Create secure passwords

Avoid phishing and spear phishing attempts

Use caution when forwarding e-mails

Avoid downloading e-mail viruses when reading email
Use e-mail appropriately

Avoid computer misuse

Prc

Are you sure you want to exit?

Protect against identity theft

Handle removable media appropriately

Handle mobile computing devices appropriately
Handling sensitive information

Protect Personally Identifiable Information (PIl)
Conduct Privacy Impact Assessments (PIAs)

Use ActiveX and other mobile code technology cautiously
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This concludes your Information Assurance Awareness training. Remember, itis your responsibility to protect information systems at work, and at home. Roll overthe | *|
underlined security tips to review what you have learned. Then select Print Certificate to print your certificate of completion.
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