
Glossary 
 Information Technology Acronyms 
COMMONLY USED 
DCSIM: Deputy Chief Staff Information Management 
ISSB: Information System Support Branch 
IMB: Information Management Branch 
ISB: Information Services Branch 
NOC: Network Operations Center 
RCAS: Reserve Component Automation System 
IA: Information Assurance 
DOD: Department of Defense 
UQWEB: User Qualification Web Site 
IAA: Information Assurance Awareness 
AUP: Acceptable Use Policy (User Agreement) 
AL ARNG: Alabama Army National Guard 
CAC: Common Access Card (aka ID Card) 
EDIPI: Electronic Data Interchange Personal Identifier 
ADSW: Active Duty Special Work 
PII: Personal Identifiable Information 
ADOS: Active Duty Operational Support 
SIPR: Secret Internet Protocol Network 
NIPR: Non-Classified Protocol Network 
 
ACERT 
Army Computer Emergency Response Team 
ACL 
Access control list 
ADP (replaced by IT) 
Automated data processing 
AKO 
Army Knowledge Online 
AR 
Army Regulation 



ATO 
Approval to operate 
AUP 
Acceptable Use Policy 
AV 
Anti Virus 
C4IM 
Command, Control, Communications, and Computers for Information 
Management 
CA 
Certification Authority 
C&A 
Certification and accreditation 
CAC 
Common access card 
CERT 
Computer emergency response team 
CIO/G–6 
Chief Information Officer, G–6 
CISO 
Chief information security officer 
CISS 
Center for Information Systems Security 
CISSP 
Center for Information Systems Security Professional 
CND 
Computer network defense 
CNDC 
Computer Network Defense Course 
CNDSP 
Computer Network Defense Service Provider 
CNO 
Computer network operations 



COMSEC 
Communications security 
CONUS 
Continental United States 
COR 
Contracting officer’s representative 
COS 
Chief of Staff 
COTS 
Commercial off-the-shelf 
COOP 
Continuity of Operations Plan 
DAA 
Designated approving authority 
DIACAP 
Department of Defense Information Assurance Certification and 
Accreditation Process 
DMZ 
Demilitarized zone 
DNS 
Domain Name Service 
DOD 
Department of Defense 
DODD 
Department of Defense Directive 
DOIM 
Director of Information Management 
EKMS 
Electronic Key Management System 
FISMA 
Federal Information Security Management Act 
FOIA 
Freedom of Information Act 



FY 
Fiscal year 
GOTS 
Government-off-the-shelf 
HQDA 
Headquarters, Department of the Army 
IA 
Information Assurance 
IAM 
Information Assurance Manager 
IANM 
Information Assurance Network Manager 
IANO 
Information Assurance Network Officer 
IASO 
Information Assurance Security Officer 
IATC 
Interim authority to connect 
IATO 
Interim approval to operate 
IATT 
Interim Authorization to Test (C&A) 
IAVA 
Information Assurance Vulnerability Alert 
IAVB 
Information Assurance Vulnerability Bulletin 
IDS 
Intrusion Detection System 
INFOCON 
Information operations condition 
INFOSEC 
Information security 
 



IO 
Information operations 
IP 
Internet Protocol 
IS 
Information system 
ISS 
Information Systems Security (replaced by Information Assurance) 
IT 
Information technology 
ITS 
LAN 
Local area network 
LOC 
Level of confidentiality 
MWR 
Morale, welfare, and recreation 
NA 
Network administrator 
NETCOM 
Network Enterprise Technology Command 
NETOPS 
Network operations 
NGB 
National Guard Bureau 
OPCON 
Operational control 
OPM 
Office of Personnel Management 
PIN 
Personal identification number 
PM 
Program manager or project manager or product manager 



ROM 
Read only memory 
SA 
Systems Administrator 
SOP 
Standard operating procedure 
TDY 
Temporary duty 
TNOSC 
Theater Network Operations and Security Center 
TS 
Top Secret 
TS/SCI 
Top Secret/Sensitive Compartmented Information 
TTP 
Tactics, techniques, and procedures 
URL 
Universal resource locator 
VPN 
Virtual private network 
WLAN 
Wireless local area network 
WWW 
World Wide Web 


